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SUBJECT: IBM MAG-CARD SELECTRIC TYPEWRITER 

REF: BANGKOK 20225 AND BANGKOK 2372 

BANGKOK FOR RSO, HONG KONG FOR RTC 

1. ALL ELECTRIC TYPEWRITERS EXCEPT ONE PRESENT DEFINITE 
TEMPEST HAZARDS. HAZARDS COME FROM BOTH FREE SPACE 
ELECTRO-MAGNETIC RADIATION AND POWER LINE CONDUCTED SIGNALS 
OF THE TWO HAZARDS, THE POWER LINE CONDUCTION IS THE MOST 
SERIOUS. 

2. ONLY TYPEWRITER APPROVED FROM A TEMPEST STANDPOINT IS 
THE IBM SELECTRIC WITH THE INERTIAL MOTOR MODIFICATION. 
MACHINES WITH THIS MODIFICATION FACTORY INSTALLED HAVE 
MODEL NUMBER 875 AND 895. MOTOR MODIFICATION CAN BE 
RETROFITTED INTO SELECTRICS WITH FIFTEEN INCH CARRIAGE. 

3. MAGNETIC CARD AND TAPE MACHINES PRESENT FURTHER 
HAZARD IN THAT ASSOCIATED ELECTRONIC CIRCUITRY RADIATES 
TYPED TEXT. THERE ARE NO KNOWN MODIFICATION KITS THAT WILL 
ELIMINATE TIS RADIATION. 

4. THEREFORE, WHILE CERTAIN IBM SELECTRIC TYPEWRITERS 
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CAN BE USED TO TYPE CLASSIFIED INFORMATION, THE MAGNETIC 
CARD OR TAPE MACHINES CANNOT BE USED FOR THE TYPING OF 
CLASSIFIED INFORMATION AT AN OVERSEAS POST. KISSINGER 
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